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Preface

About this document

This guide provides instructions for deploying Global-active device (GAD) Cloud Quorum in
Private Cloud in VMware EXSi.

Document conventions

This document uses the following typographic convention:

Convention Description

Bold e Indicates text in a window, including window titles, menus,
menu options, buttons, fields, and labels. Example: Click OK.

e |[ndicates emphasized words in list items.

Italic Indicates a document title or emphasized words in text.

Monospace Indicates text that is displayed on screen or entered by the user.

Example: pairdisplay —-g oradb

Intended audience

This document is intended for Hitachi Vantara and Global-active device (GAD) users with an
interest in installing Private GAD Quorum running SUSE Linux 15 SP4 on VMware EXSi.

Referenced documents

e Hitachi Global-Active Device User Guide
e Linux SCSI Target: Targetcli
e Global-Active Device Cloud Quorum Implementation Guide

Accessing product downloads

Product software, drivers, and firmware downloads are available on Hitachi Vantara Support
Connect: https://support.hitachivantara.com/.

Log in and select Product Downloads to access the most current downloads, including
updates that may have been made after the release of the product.
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https://knowledge.hitachivantara.com/Documents/Management_Software/SVOS/9.8.5/Global-Active_Device/01_Overview_of_global-active_device
http://linux-iscsi.org/wiki/Targetcli
https://support.hitachivantara.com/

Comments

Please send us your comments on this document to GPSE-Docs-
Feedback@hitachivantara.com. Include the document title and number, including the
revision level (for example, -07), and refer to specific sections and paragraphs whenever
possible. All comments become the property of Hitachi Vantara.

Getting Help

Hitachi Vantara Support Connect is the destination for technical support of products and
solutions sold by Hitachi Vantara. To contact technical support, log on to Hitachi Vantara
Support Connect for contact information: https://support.hitachivantara.com/en_us/contact-
us.html.

Hitachi Vantara Community is a global online community for customers, partners,
independent software vendors, employees, and prospects. It is the destination to get
answers, discover insights, and make connections. Join the conversation today! Go to
community.hitachivantara.com, register, and complete your profile.
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http://support.hitachivantara.com/
https://support.hitachivantara.com/en_us/contact-us.html
https://support.hitachivantara.com/en_us/contact-us.html
http://community.hitachivantara.com/
http://community.hitachivantara.com/

Executive Summary

Global-active device (GAD) Cloud Quorum in Private Cloud is a virtual machine image provided by
Hitachi Vantara through the form of OVF files. The purpose is to simplify and enhance GAD by
providing an on-premises quorum that is automatically configured and easy-to-use. This guide
provides instructions on how to set up and use GAD Cloud Quorum in Private Cloud on VMWare

EXSi.
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Configuration and Specifications

VMware Virtual Machine

The following settings were used for the virtual machine image:

e Operating system: SUSE Linux Enterprise Server 15 SP4
o Kernel: 5.14.21-150400.22-default
¢ Instance type:

o CPU: 1 virtual CPU

o Memory: 1 GB

o Disks: Premium SSD 67 GB

e Targetcli version: 2.1.54

Global-Active Device Cloud Quorum in Private Cloud on VMware EXSi



VMware ESXi Virtual Machine

Deployment

This section provides instructions for creating the virtual machine on VMware ESXi that will
function as the iSCSI target.

1. To use GAD Cloud Quorum in Private Cloud, navigate to the Create VM screen, select
Deploy a virtual machine from an OVF or OVA file, and click Next.

31 New virtual machine

v(ESTTITINE  Select creation type

2 Select OVF and VMDK files
3 Select storage

How would you like to create a Virtual Machine?

4 License agreements

This option guides you through the process of creating a
virtual machine from an OVF and VMDK files.

5 Deployment options Create a new virtual machine

6 Additional settings

Deploy a virtual machine from an OVF or OVA file

T Ready to complete

Register an existing virtual machine

Back | Next Finish Cancel

2. Under Select OVF and VMDK files, enter a name for the virtual machine.

After selecting the proper files, you will see the following screen:

Global-Active Device Cloud Quorum in Private Cloud on VMware EXSi 8



#31 New virtual machine - Private-Cloud-Quorum

¥ 1 Select creation type Select OVF and VMDK files

2 Select OVF and VMDK files Select ne OVF and VMDK files or OVA for the VM you would like to deploy

3 Select storage

S eI e Enter a name for the virtual machine.

5 Deployment options
6 Additional settings
T Ready to complete

| Private-Cloud-Quorum

Wirtual machine names can contain up to 80 characters and they must be unique within each ESXi instance.

X @ Cloud-Quorum-Private-3-3.ovf
% I Cloud-Quorum-Private-3-3-1.vmdk
* I Cloud-Quorum-Private-3-3-2.vmdk

% _ Cloud-Quorum-Private-3-3.nvram

Back Next Finish

Cancel

£J |

Select a datastore and click Next.

31 New virtual machine - Private-Cloud-Quorum

¥ 1 Select creation type Select storage

¥ 2 Select OVF and VMDK files Select the storage type and datastore

bd 3 Select storage

4 License agreements

i

5 Deployment options

6 Additional settings Select a datastore for the virtual machine's configuration files and all of its virtual disks.
T Ready to complete

Name ~ | Capacity ~ | Free ~ | Type ~  Thinpro... ~ | Access ~
datastorel 430.5 GB 150.34 GB VMF 56 Supported Single

1 items

Back || Next || Finish Cancal

Global-Active Device Cloud Quorum in Private Cloud on VMware EXSi



4. From the VM Network drop-down menu, click the network you have set up.

For the disk provisioning, we recommend Thin.

¥ New virtual machine - Private-Cloud-Quorum

¥ 1 Select creation type Deployment options
+ 2 Select OVF and VMDK files

Select deployment options

+ 3 Select storage

L4 4 Deployment options

+ 5 Ready to complete

Metwork mappings

VM Network | VM Network

Disk provisioning @® Thin O Thick
Power on automatically
[ Back ‘ [ Next ‘ [ Finish ‘ [ Cancel ‘
E]
5. Click Finish.

¥ New virtual machine - Private-Cloud-Quorum
¥ 1 Select creation type Ready to complete
¥ 2 Select OVF and VMDK files Review your settings selection before finishing the wizard

+ 3 Select storage
+ 4 Deployment options

L'd 5 Ready to complete (e

VM Name

Files

Datastore
Provisioning type

Metwork mappings

Guest OS Name

oy

Cloud-Quorum-Private-3-3
Private-Cloud-Quorum

Cloud-Quorum-Private-3-3-1.vmdk
Cloud-Quorum-Private-3-3-2 vmdk
Cloud-Quorum-Private-3-3.nvram

datastore1
Thin
VM Metwork: VM Network

Unknown

1 Do not refresh your browser while this VM is being deployed.
e

Back

Next

Finish Cancel

=

Global-Active Device Cloud Quorum in Private Cloud on VMware EXSi
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After you logon to the console, enter the following and then add the iSCSI Qualified Names
(IQN) of your GAD storage system ports separated by spaces:

/home/admin/quorum setup.sh

Last login: Thu Mar 16 16:88:83 on ttyl
dmin@localhost:™> shomesadmin/gquorum_setup.sh ign.1234-99. jj.co.hitachi.rsd.r?7.i.87777.1a_

Global-Active Device Cloud Quorum in Private Cloud on VMware EXSi (i



Port Exemption

Ensure that port 3260 is the default port used for iISCSI.

Access Quorum VM

This section provides instructions for verifying that the quorum was set up properly and for
configuring the quorum after setup.

1. Use an SSH client (such as putty) to log in to your quorum VM. Use the private IP and SSH key

assigned to your VM.
2. Login to the quorum. The default username is ec2-user and the password is Hitachi123!

3. Run the configuration script: ./menu. sh

ce Cloud Quorum Menu

Global-Active Device Cloud Quorum in Private Cloud on VMware EXSi 12



If the setup was successful, you will see volume0 and your storage system IQNs listed under the
acls directory.

From the configuration menu, you can also add and remove quorum volumes and IQNs, refresh the
portal, and enable Challenge Handshake Authentication Protocol (CHAP).

Note: If you intend to use CHAP, ensure to enable it during initial configuration because making
changes to CHAP settings in the future may be difficult or not possible.

Global-Active Device Cloud Quorum in Private Cloud on VMware EXSi 13



Global-Active Device Quorums

This section describes how to discover the volumes from the iISCSI target virtual machine and
turn them into GAD quorums. The procedure is the same as it is to virtualize a physical Fibre
Channel or iSCSI storage system.

Create iSCSI Paths

1. Log in to Storage Navigator.
2. On the left side, click External Storage, and then click the iSCSI Paths tab.

Explorer External Storage

$15-5100-2N &7, 30691) > External Storage

Number of External Storage Systems Nurnber of External Volumes

Humber of External Paths o] External Volume Capacity

Number of iSCSI Paths

External Storage Systems External Paths iSCSI Paths

| Devices

hs =
-|;kFI.Ib.|r ]|m | Salact All E{gu |.|-<.:o.li.|rnn S.ttlngs]
Local Rermote

CHAP Us TCP P SCSIT Authentical
= port 1D virtual Port 1D Usar IP Address ort 1508 Targat uthantics
Name Number Name Method

3. Click Add iSCSI Paths.
Click Discover iSCSI Targets.

5. For each storage system iSCSI port that will connect to the VMware VM, complete the
following steps:

Discover iSCSI Targets

Enter the raquired information to discover the iSCSI paths. Click Add to add the discovery targets, and then dick OK.

Local Port ID: CL2-H v | Discovery List
Local Virtual Port ID: v \MI

Local Rermote
Remote IP Address: (o) IPvd ) 1Pve
7 ]
10218 Port ID Virtual Port ID 1P Address ;E:n:::t
@leen |-
Rermote TCP Port Number: 2260 Ll cL1-a 5 10.2.1,5 3260
(1-65525)

a. Enter the following:
e Local Port ID: iSCSI port
¢ Remote IP Address: private IP address of the VMware VM
¢ Remote TCP Port Number: 3260

b. Click Add.
6. After you finish adding all the required iSCSI ports to the discovery list, click OK.

Global-Active Device Cloud Quorum in Private Cloud on VMware EXSi 14



Back in the Add iSCSI Paths window, set Authentication Method=None and Mutual
CHAP=isabIe, and then click Add.

Add iSCSI Paths

1.Add iS ath

This wizard lets you add iSCS1 paths. To discover available iSCSI paths, Click Discover iSCSI Targets. Enter the iSCSI path settings, and then click Add. Click Finish to confirm.
iSCSI Targets: Discover iSCSI Targets Selected iSCSI Paths
Available iSCSI Paths |Select All Pages
AFiker | ON [T | Select All Page Local Remoate
Local
Port 1D Virtual Port 1D 1P Address R halk A
% R Number Name
Port ID Virtual Port ID 1P Address &
Number
2
cae |-
Add b
< >
Selected: 2 of 2
Authentication Method: | Nene v |
Mutual CHAP: () Enable () Disable
User Name:
Secret: < ] >
Remove Selected: 0 of O

8. Click Finish and then click Apply.
The following

screenshot shows the iISCSI paths after creation:
External Storage Systems External Paths iSCSI Paths

I Paths Targets S Paths

Sel

| K Filter LM [ select All Paues]lbolumn Settings| Options w Ié—” (—1 ED
Local Remote
Port 1D Virtual Part 1D i:ﬁi“se’ 1P Address EE;E:‘ E:ji“";“ z‘i"h‘:";"a“"” Mutual CHAP

L L‘M - 10.2.1.5 3260 iqn.2003-01.... Mone Disabled

- @Q.L_'Q_-H_ - 10.2,1.5 3260 iqn.2003-01.... Mone Disabled

Global-Active Device Cloud Quorum in Private Cloud on VMware EXSi 15



Discover External Volumes

1. Click the External Storage Systems tab and then click Add External Volumes.

External Storage

N

Nurmber of External Storage Systems Number of External Volumaes
Number of External Paths v] External Volume Capacity

Number of iISCSI Paths

External Storage Systems External Path iSCSI Paths

5| Column scuimii

Nurmnber of External

Status
Path Groups

This w wou virtuslize storage regours ppin relurnas to the locsl g4 Fyrtam.
Select axtarnal path groups to map paths betveen external and local systems, or cick Crn Extarnal Path Group to add a nav group. Click Next to add external volumaes.

Add External Volumes:

(2 By New Extarnal Path Group:

| Creste Extamal Path Group

External Path Group 1

) By Existing Extarnal Path Group:

3. Click Discover External Target Ports.

Create External Path Group

This wizard creates a group of paths between the external and local storage systems. To discover new external storage/paths, Click Discover External Target Port. Select an external storage system from the
drop-down list, and then select path(s) from the Available Extamal Paths list and dick Add. Optionally, dick Raise Priority or Lowar Priority to change the order of use for the paths.

Initial External Path Group 10: 0
(0-63231)
Extarnal Paths: | Discover Extarnal Targat Ports
Extarnal Storage System: -
Available External Paths Selected External Paths
aFiker | on [FTT3 | Select All Pages| optensw J[ie][€] 1 21 [
Extarnal External
Port ID Trpe Virtual Port 1D L] Pricrity Port 1D Type Virtual Port 1D
1P Address WWN / i5CSI 1P Address '
Add b
4 Remove
< » < ¥
Selected: 0 of 0 Raisa Priority || Lowar Pririty | Selected: 0 of O

Global-Active Device Cloud Quorum in Private Cloud on VMware EXSi 16



Select the iSCSI ports that defined the iISCSI paths in the previous section and then click
Add.

Discover External Target Ports Ealhs o

This wizard lets you to selact the ports that you want to scan for new external storage systems.

External Ports:

Available External Ports Selected External Ports
AFilter | on [T [Select All Pages| [optionsw J[t€][€] + 72 [3][3) Select All Pages| |
[] PertID Type [ Pertip Type
L) cui-e Fibre
! cL3-E Fibre
L] cts-E Fibre -
L cL7-E Fibre ’ Add.b I
o . |
lal| cL2-F Fibre ‘ 4 Remove
L cLe-F Fibre
Ll cLe-F Fibre
L] cLe-F Fibre
|

Selected: 2 of 10 Selected: 0 of 0O

Click OK.

If the discovery is successful, LIO-ORG will be listed as an external storage system as
follows:

Create External Path Group

This wizard crestes a group of paths betwaen the external and local storage systems. To discover new axternal storagefpaths, Click Discover External Target Port. Select an external storage systam from the
drop-down list, and than selact path(s) from the Available External Paths list and click Add, Optionally, dick Raise Pricrity o Lowar Pricrity to changs the order of use for the paths.

Initial External Path Group 1D 0
(0-63231)
External Paths: | Discover External Target Ports |
External Storage System: LIO-ORA [ (generic)/ | v
Available External Paths Selected External Paths
Arvar | on [FTD  saectaiages | Cptonsw | < vz > (smlc s ages = ]
Extarnal External
L PertiD Type Virtual Port 1D L] Priority Port 1D Type Virtual Port 1D
1P Address WWN J ISCST 1P Addrass
O ecu-e isest | - 10.2.1.3 iqn.2003-01, | AddP
| ez-n iscst - 10.2.1.5 iqn.2003-01. -
4 Remove
|
L~ » < J ¥
Selected: 0 of 2 |_Raise Pricrity || Lower Priority | Selected: 0 of O

Select the discovered external paths and click Add.
Click OK.

Back in the Add External Volumes screen, click Next.

Global-Active Device Cloud Quorum in Private Cloud on VMware EXSi 17



The following screenshot shows the external volume that was discovered.

Add External Yolumes

ernal Path Group >

This wizard lets you virtualize storage resources by mapping external volumes to the local storage systern
Select extarnal path groups to map paths between external and lacal systems, or dlick Craate External Path Group to add a new group. Click Next to add external volumes.
Selected External Volumes
External Valumes:
. Seledt All Pages Options w
Discovered External Yolumes L ges| Lop ‘
= Mol ol o | | P LUN ID (Highest velume

AFilter | on NeIgS Select All Pages Options w |/1© 1 i1 EXED Device Name Device ID Drive Infao

=2 2 E e[ €] ][ L priorityy Proparties
= LUN ID (Highest | b jame Capacity Volume Dewice ID Drive T

Pricrity) Properties
] o volumed 12,00 GB 0000 60014057941,
Add b
< ] >
Selected: 0 of 1
Initisl Parity Group 10: E 1 -1
(1-16384) (1-4098)
Data Diract Mapping () Enable (s Disable
Allow Simultaneous Creation of LDEVs: (O] ez (@] Mo
Use External Storage Systam (s) Yes () Mo
Configuration:
LDEY Hame: Prefix Initial Number
(Max, 32 characters tatal incuding max. 9-digit number, or
blank)
¥ opt A >
¥ options
Change Settings ][ Rernove H More Actions w J Selected: 0 of O

LUN Paths 5 cl Hext b Finish

9. Select the discovered volume and then click Add.
Note: This external volume corresponds to the volume created on your quorum VM.
10. Click Finish and then click Apply.

The following screenshot shows the external volume after it has been successfully virtualized:

Status G Marrnal
Wendor ¢/ Maodel / Serial Murmber LIZ-2RG f [generic) £
Murnber of External Paths 2 [Max Allowed: 2)

Mapped Yolumes External Paths

Add External Yolumes Edit External Wolurmes View External LUM Properties More Actions
| 2 Filtar w |Sa|ect All F‘ages”Cnlumn Settings
A Status Top LDEW ID RCEALEEY Device Mame flusnbey Capacity Volume_
Group I Marme of LDEY: Properties
L] §PEeL-zz Q) Morrmal 00:00:05 volurnen 1 13.00 GB | 0000

Global-Active Device Cloud Quorum in Private Cloud on VMware EXSi 18



Define GAD Quorums

1. Expand Replication, click Remote Connections, and then click the Quorum Disks tab.

Explorer Remote Connections Last Updated

Remote Storage Systems: 3

Local Storage System

Connections (To)
Systemn: 1

cu o
L .

oy

Con nectiﬁns (From)

Quorum Disks: o Systam: 0
cut [

=
=

Connections (To) Connections (From) Quorum Disks

| RFileer .iO_Hm génlom All Pages | Column Settings | | Options w | 1+

i i Quorumn Disk
| Bty Remote Storage System
B LDEV 1D LDEV Name Status CLPR Capacity

General Tasks

2. Click Add Quorum Disks.
3. For each quorum that you are creating, complete the following steps:
a. Enter the following:
e Quorum Disk ID: a value from the available list

e Available LDEVs: external volume to use as a quorum

e Remote Storage System: remote storage system to pair with this new quorum
b. Click Add.
4. Click Finish and then click Apply.
The following screenshot shows the quorum after it has been successfully created.

Connections (To) ' Connections {(From)  Quorum Disks

Add Quorum Dishks Remove Quorum Disks Edit Quorum Disksz

|l 2 Filter JlO__Nm lSeIect All Pages]lCqumn Settings]

Guorarm Disk

Kiucrumibick Remote Storage Systern
e LDEY ID LDEV Name Status CLPR Capacity
L] @ oo 00:00:02 @ nermal 01 CLPRO 12,00 GB | VSP 5000 series / 30548

Global-Active Device Cloud Quorum in Private Cloud on VMware EXSi 19



Appendix A: Mutual CHAP Authentication
(Optional)

This section describes how to configure mutual (bidirectional) authentication with Challenge
Handshake Authentication Protocol (CHAP). Mutual CHAP authentication means that the on-
premises storage systems must authenticate with the VMware EXSi virtual machine and vice-
versa. This extra security prevents unintended access from other devices on the same network.

Enable on targetcli

1. Log in to Global-active device Cloud Quorum in Private Cloud VM.

2. Enable mutual CHAP authentication by entering the following commands:
./menu.sh

6

3. Follow the prompts to set credentials.

Global-Active Device Cloud Quorum in Private Cloud on VMware EXSi 20



Global-Active Device Cloud Quorum Menu

Parameter authent

Inc anc

Enable on iSCSI Ports

1. Log in to Storage Navigator.

2. From the left side of Storage Navigator, click Ports/Host Groups/iSCSI Targets, and then
click the Ports tab.

Global-Active Device Cloud Quorum in Private Cloud on VMware EXSi 21



3. Select the iISCSI ports to configure with mutual CHAP authentication and click Edit Ports.
Host Groups / ISCSI Targets Hosts Ports Login WWNs/ISCSI Names CHAP Users

’rf, Parity Groups
Edit T1O P

L ct All Pag olumn Settings |

IPuv4

iSCSI Virtual

Port 1D Type WWN / ISCSI Name

J

Port Mode IP Address iv
L g CL4-H iSCSI Disabled iqn.1994-04.jp.co.hitachiirsd.r90.i.08... 192.168.0.62
L ‘ CL3-G isCsI Disabled igqn,1994-04.jp. co. hitachi:rsd.r90.i.08... 192,168.0.14

' Journals

B Disabled iqn.1994-04.jp.co.hitachi:rsd.r30.i.08... 172.,23.93.97
m E. CL1-G Disabled iqn.1994-04.jp.co. hitachitrsd.r90.i.08... 172.23.93.96
.. .

4. Complete the following fields, click Finish, and then click Apply.

V]  CHAP User Name: ]
(Max., 223 characters)

<
emote Connectio *

L"_fn Secret: s e e oo b oo ol ool o ok ook
(12 - 32 characters)
Re-enter Secret; e o e o o e ol ok o o o ol ok ol o §

e CHAP User Name: corresponds to the value for “auth userid” set in targetcli

e Secret: corresponds to the value for “auth password” set in targetcli

Create iSCSI Paths

1. Log in to Storage Navigator.

2. From the left side of Storage Navigator, click External Storage, and then click the iSCSI
Paths tab.

Explorer External Storage

Number of External Storage Systems Nurnber of External Volumes

Humber of External Paths o] External Volume Capacity

Number of iSCSI Paths
External Storage Systems External Paths {SCSI Paths
51

| AFier || oN [FT5)  [Salact All Pages [ Column Sattings

Local Rermote

oy HAP Us TCP P CSIT Auth ]
Port 1D Virtual Port 1D CHAP User | 15 address ot ISESL TR rgat oty
Name Number Name Method

3. Click Add iSCSI Paths.
4. Click Discover iSCSI Targets.
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5. For each storage system iSCSI port that will connect to the VMware VM, complete the

following steps:

Discover iSCSI Targets

Local Port ID: CL2-H

Enter the required information to discover the iSCST paths. Click Add to add the discovery targets, and then dick OK.

Local Virtual Port 1Dt
Remote IP Address: s IPvd () IPvE

10.2.1.5

| Select All Pages|

Local

.}
Port ID virtual Port 1D

Eloon |-

Remote TCP Port Numbaer: 3260

(1-65535)

a. Enter the following:
e Local Port ID: iSCSI port

e Remote IP Address: private IP address of the VMware VM

L] c11-a

¢ Remote TCP Port Number: 3260

b. Click Add.

6. After adding all the required iSCSI ports to the discovery list, click OK.
7. Backin the Add iSCSI Paths window, complete the following steps:

i =l

v | Discovery List

Rernote

TCP Port
Number

1P Address

10.2.1.5 3260

Authentication Method: | CHAP

Mutual CHAP: ) Enable

_) Disable

User Name:

Secret:

|
(Max, 223 characters)

o o e e o ok oo o o o ol ok

(12 - 32 characters)

a. Enter the following:

e Authentication Method: CHAP

e Mutual CHAP: Enable

e User Name: corresponds to the value for “auth mutual_userid” set in targetcli

e Secret: corresponds to the value for “auth mutual_password” set in targetcli

b. Click Add.
8. Click Finish, and then click Apply.
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The following screenshot shows the iSCSI paths after creation:

External Storage Systems External Paths §SCSI Paths

Delete iSCS

Selected: 0 of

(afiear | on [ETT]  [Select Al Pages Column Settings |

Local

| Optionsw | 16 & 1 i1 |?

Remote

CHA v CP Po isC : Authentication CHAP |
Port 1D virtual Port 1D CHAS Usa 1P Address Fee ot Bl Tane uthentication | sl CHAP HAR LIa
Hame Humber Hame Method Name

Ll WPcLi-g s 10.2.1.5 3260 iqn.2003-01.... CHaAP Enabled
Ll WP cLz-H - 10.2.1.5 3260 iqn.2003-01.... CHap Enabled

The remaining steps to discover external volumes and define GAD quorums are the same as
without mutual CHAP authentication.
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